TemMma 6

Kpmntorpagomieckme MeTOAbI
3ALLMTbI MHCDOPMALMM




Coaep>kaHue TeMbl

« KAOCcCHMMKALMG KOMNTOrPAJOUYECKMX METOAOB
3ALLMTbI MHADOPMALLMM.

e APXMBAUMA M KOAMPOOBAHME MHAQOOPMALUM,
* LLInappoBaHME MHODOPMALMMN.

« CUMMMETPUYHBLIE METOADI LLUMAOPOBAHMA.

e ACUMMETPUYHBIE METOAbI LLUMQDPOBAHMA.
 ODAEKTPOHHAS LMJOPOBASF MOAMUCH.

* YMPAOBAEHME KPUMTOrPAOUYECKMMM KAIOHOMM:
reHepauma, XPOHEHUE U PACNPEAEAEHNE KAIOYEMN.

o CreraHorpadouma.
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Kpunrorpadu:i

Haykom, n3y4atoLLLEM MATEMATUHECKME METOAbI 3ALLLUTHI
MHADOPMALMM MYTEM €€ NPEODPA3ZOBAHMUS, IBAIETCH KPUMTOAOTUSA
[kpvrTol — TAMHBIM, Aoyol — HOYKA (CAOBO) (rpeu.)].

KpUNTOAOTMS PA3AEAIETCS HO ABO HOMPABAEHMA — KOMMITOTPAOMIO
M KPUMNTOAHOAMS.

[loA KpunTorpadunyeckou 3amtTon MtHopmarmm
NOHMMAETCH TAKOE NPEOBPA30BAHME MCXOAHOM

MHADOPMALMM, B PEIYABTATE KOTOPOTO OHA CTAHOBMUTCS
HEAOCTYMNMHOM AAS O3HOKOMAEHMUS U MCMOAb3OBAHMS AULLOMM,
HE MMEIOLLLUMM HO DTO NMOAHOMOYMM.
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Kpunrorpadus

Metoabl kpunTorpagu4ecKoro
npeoOpa3oBaHus HHPOPMALTUU

[IndpoBanue Creranorpadus KonupoBanue Cxartue

® be30MacHOCTb MHAOOPMALLMOHHBIX TEXHOAOTUIM U CETEMN



CoxkaTue (apxuBariyis)
nHpOpMaLN

LLeAbIO CXKATUA IBAIETCSH COKpaLWLeHne o6bema
UHPOPMALLUM.

CoXATAd MHADOPMALMA HE MOXKET ObITb MPOYUTAHA UAM
MCMNOAb30OBOHO 63 OBPATHOrO ee NPeodPA3OBAHMUS.

Y4UTbIBAY AOCTYNHOCTb CPEACTB CXXATUI U OOPATHOIO
NPeoBbpPA30BAHUSA, 3TU METOAbI HEAb3S
PACCMAOTPMBATb KOK HOAEXHbIE CPEACTBA
KPUNTOrpadom4eCckoro npeodbpa3oBAHMS
MHdoOpPMALMN.
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KoauposaHue
nHbopMaun

COAEPXKAHMEM MPOLLECCA KOAUPOBAHMUS
MHAPOPMALLUU FBAFETCH 3OMEHA CMbICAOBbLIX
KOHCTPYKLLMM MCXOAHOU MHADOPMALMK (CAOB,
NPEAAOXKEHUM) KOAOMM,

KoOAMPOBAHME MHADOPMALMM LEAECOODPA3HO
NPOUMEHSITb B CUCTEMAX C OFpCIHl/I‘-IeHHbI/v\ HCI60pO/v\
CMbICAOBBIX 88|G"

KOHCTPYKLLMM.
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Koauposanue
nHpOpMaLN

TOKOM BUA KPUNTOTPAJOMHECKOrO MPeobpa30BAHMS
NPUMEHUM, HONPUMMEP, B KOMOAHAHBIX AMHMAX
OBTOMOTU3MPOBAHHbBIX CUCTEM YTNPCBAEHMS.

HeAoCTAaTKAOMU KOAMPOBAHMI KOHAOMAEHLIMOABHOM
MHAOOPMALMM ABAIETCA HEODOXOAMMOCTb XPAHEHMS U
PACMPOCTPAHEHNI KOAMPOBOYHbIX TADAMLL, KOTOPbLIE
HEODOXOAMMO YOCTO MEHSTb, YTODbI M3DEXATH
PACKPbITMI KOAOB CTAOTUCTUYECKMMM METOAOMM
OOPABOTKM MEPEXBAYEHHbBIX COODLLLEHMM.
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[Indposanue
nHbopMaLun

[1OA LLMAPPOBAHMEM MOHMMAETCH NPOLLECC
NPeobpPA30BAHMSI OTKPbITOM MHADOPMALMM B
3ALLUMADPOBAHHYIO (LUMADPOTEKCT) MAM MPOLECC
OOPATHOIO NPeobPA30BAHMS 3ALLMAOPOBAHHOM
MHJOOPMALMM B OTKPBITYIO.

OTKPBITHIA IlepBOoHAYaIBHBIN
P [udpoTekct P

TEKCT OTKPBITBIA TEKCT
—» llludposanue » PacumudpoBanme —— >
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[Indposanue
nHpOpMaLN

AAG LUMAOPOBAHMA MHQOOPMALMKM MCMOAB3YIOTCH
AATOPUTM NPEOOPA3OBAHUSA 1 KAIOY.

KOK NMPABUAO, AATOPUTM AAS ONPEAEAEHHOTO METOAC
LLIMCDPOBAHMS IBAIETCS HEU3MEHHbBIM.

MNCXOAHBIMU AQHHBIMU AAS OATOPUTMA LLIMADPOBAHMS
CAY>KAT UHpOpMALLUA, MOAAEXKALLAS LLUMJOPOBAHMIO,
1 KAIOY WM POBAHUS.
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[Indposanue
nHpOpMaLN

MeToAOM UMD POBAHUSA (LLMAPPOM) HA3LIBAETCA COBOKYMHOCTb
O0PATUMBbIX NPEODPA3ZOBAHUM OTKPLITOM MHAOOPMALLMM B
30KPbITYIO B COOTBETCTBUM C AATOPUTMOM LLIMADPOBAHMSA.

ATaka Ha wudp (KPUMNTOAHAAMU3) — DTO MPOLLECC

AELLIMADPOBAHMS 3QKPbLITOM MHADOPMALMKM BE3 3HAHUA KAKOHA U,
BO3MOXXHO, MPKM OTCYTCTBUM CBEAEHMM OO AATOPUTME
LLUMJOPOBAHMS.

[ToouecCc BOCCTAHOBAEHMUS MEPBOHAYOABHOTO
OTKPbITOrO TEKCTA HO OCHOBE LLUMADPOBAHHOIO B€e3
3HAHMS KAIOHO HA3bIBAKOT AELLIMADPOBAHUNEM.
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[Indposanue
nHpOpMaLN

COBpPEMEHHbBLIE METOAbI LLUMJOPOBAHUA AOAXKHbI
OTBEYATb CAEAYIOLLMM TPEOOBAHUAM:

* CTOMKOCTb LLUMJOPA MPOTMBOCTOATb KPUMTOAHAAM3Y
(KPUNTOCTOMKOCTB) AOAXHQ ObITb TAKOM, YTOObI BCKPbLITUE €50
MOTAO OblTb OCYLLLECTBAEHO TOABKO MYTEM peELLEHMSI 3AAQYM
NOAHOIO Nepebopa KAIOYEMN;

* KPUMNTOCTOMKOCTb OBECNEYMBAETCSH HE CEKPETHOCTLIO
AATOPUTMA LLUMAOPOBAHMSA, O CEKPETHOCTBIO KAKOYQ;

* LIMJOPOTEKCT HE AOAXKEH CYLLLECTBEHHO MPEBOCXOAMTb MO
O0ObEMY MCXOAHYIO MHCDOPMALMIO;
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[Indposanue
nHpOpMaLN

COBpPEMEHHbBLIE METOAbI LLUMJOPOBAHUA AOAXKHbI
OTBEYATb CAEAYIOLLMM TPEOOBAHUAM:

*  OLLUMOKM, BO3HMKAIOLLIME MPU LUMADPOBAHUM, HE AOAXKHDI
MPUBOAMTL K MCKOXKEHMAM U1 MOTEPIM MHADOPMALINU;

* BPEMA LLMAOPOBAHUA HE AOAXKHO ObITb OOABLLIMM;

* CTOMMOCTb LLUMADPOBAHMA AOAXKHAO OblTb COTAQCOBAHA CO
CTOMMOCTbBIO 3AKPbIBAEMOM MHAOOPMALMUM.
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CuMMeTpuyHEbIe
KPUIITOCVICTEeMBI

B CUMMMETPUHHDBIX KPUMNTOCUCTEMAX AAA
LLUNMOPOBAHMA M PACLLUMQPOPLOBAHMA MCTITOABb3YETCA
OANH N TOT XKE KAKOH.

Kinrou Kirou
OTKPBITHIN i i IlepBoHauanbHBIN
p [udpotekcr . o
TEKCT OTKPBITHIN TEKCT
——» Iudporanue » PacmmmdpoBanue —— >
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CuMMeTpuyHEbIe
KPUIITOCVICTEeMBI
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CuMMeTpuyHEbIe
KPUIITOCVICTEeMBI

AKTUBHbIM NepexXBaTHUK
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CuMMeTpuyYHbIe
KPUIITOCVICTEeMBI

K TPQAMLLMOHHBIM (KAQGCCUHECKUM) METOAOM
LLUMAOPOBAHMSA OTHOCHATCS:

* LLMJOPbI NEPECTAHOBKM;
* LLIMADPbI MPOCTOUN M CAOXKHOM 3AMEHDI;
* HEKOTOPbIE MX MOAMCPUKALMM M KOMOMHALLMMN.

KoOMOUMHALMM LULMAOPOB MEPECTAHOBOK M LLIMADPOB
3aMEHbI ODPA3YIOT BCE MHOTOODPA3ME MPUMEHAEMBbIX
HQ NPAKTUMKE CMMMETPMYHbIX LLUMADPOB.
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CuMMeTpuyHEbIe
KPUIITOCYICTEMBL

LLincbpbl NnepecTaHOBKM.

[ToU LLMADPOBAHMM MEPECTAHOBKOM CMMBOADI
LLIMAOPYEMOTO TEKCTA NEPECTABAIOTCA MO
OMPEAEAEHHOMY MPABUAY B MOEAEAAX OAOKA 3TOTO
TEKCTA.

LLIndppbl NEPECTAHOBKM IBAOTCH CAMBIMM MPOCTbIMM
1, BEPOFTHO, CAMbIMM APEBHUMM LLUMTDPAMM.

[MToumep: LumcppyroLme TabamLbI.

H O N ™ oTow
= = Al 9 o =
> o< 0 O H
T m W <4 N~
= L <9 =

H = 0 9 m W
T > = 24 4 m
> =4 = O 9 0O

® 5e30MNACHOCTb MHADOPMALMOHHBIX TEXHOAOTUM 1 CEeTEMU



CuMMeTpuyYHbIe
KPUIITOCVICTEeMBI

LLincbpbl NPOCTOU 3QMEHDI.

[Ton LLMAOPOBAHMM 30MEHOM (MOACTOHOBKOM)
CUMBOADI LUMCDPYEMOTO TEKCTA 3AMEHAOTCH
CUMBOAOMMU TOTO XKE MAU APYTOro AAdOABUTA C
30paHEE YCTAOHOBAEHHbBIM MPOABMAOM 3AMEHDI.

B LUMdopEe NPOCTOM 30MEHBI KOXKAbIM CUMBOA
MCXOAHOIO TEKCTA 30MEHAETCS CUMBOACMM TOTO XKe
AACDCBUTA MO OAHOMY MPABMAY HO BCEM MPOTIKEHUM
TEKCTA.

HOCTO LLUMADPLI MPOCTOM 3AMEHbBI HO3bIBAIOT
LLIMJOPAMUM OAHOAAOABUTHOM MOACTOHOBKM.
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CuMMeTpuyHEbIe
KPUIITOCVICTEeMBI

[ToUMeEPbI LLIMO

DPOB MPOCTOM 3AMEHDI:

o« Cucrema wmapopoBaHmg Lesaps;

A->D E—->H I->L
B—>E Fo>1 J->M
C—>F G—o] K— N
D->G H->K L->O

M->P

N->Q
O—->R
P—>S

Q->T
R—->U
S>>V
T->W

« AQQOQOMHHAA CUCTEMA MOACTAHOBOK Lle3aps.

A t 3t+5 B A t 3t+
A 0 5 F ] 9 6
B 1 8 I K 10 9
C 2 11 L L 11 12
D 3 14 e M 12 15
E 4 17 R N 13 18
F 5 20 U o) 14 21
G 6 23 X P 15 24
H 7 A Q 16

I 8 D R 17 4
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CuMMeTpuyYHbIe
KPUIITOCVICTEeMBI

LLndbpbl CAOXKHOU 3CMEHDI.

LLIndopbl CAOXKHOM 3AMEHbI HO3bIBAKOT
MHOTOOACDABUTHLIMMU, TAK KOK AAS LLIMADPDOBAHMS
KOXKAOIO CUMBOAQ MCXOAHOTO COODLLLEHMS
MNPUMEHAOT CBOM LLUMADP MPOCTOM 30MEHDI.

[ToUMeEPBI:

o Cucrema LmMgopoBAHMA BikmHepa
o AMCKU AAbDEPTU, AKEQLODEPCOHQ;
« OAHOPQA30BbLIE LLMOQDPSI.
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CuMMeTpuyHEbIe
KPUIITOCVICTEeMBI
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CuMMeTpuyHEbIe
KPUIITOCVICTEeMBI

AMCKM AAbDEPTH, AKedodepCOoHA
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CumMMeTpuyHEbIe
KPUIITOCUCTEeMBI

HCXOOHBIE YCIIOBUA:
Anuca u Tpent umeror obmuit xmou K 47; bo6 u Tpenr umetor obmuit

kmou Kgr.
LEJIb: Aunca u Bo® xenaroT co3narts HOBBIH oOmuit cexpeTHbIN Koy K.
Anuca Tpext Bob

1. Anuca renepupyert cilydaitusiit kmod K, cospaer coobuwienue { K}y, . 1 mocel-
naeT TpeHTy cneayouyro HHbopManmo: Azuca, 506, { K}, o

2. Tpent Haxoaut B Oase naHubix xmoud K 47 B K g, BoccTaHaBnuBaeT Kiod K,

cozgaer coobuenue {K} Ky ¥ TOCHUIAET boby crenyiouyo HHGOPMALHIO:
Anuca, 506, {K}y,. .

3. Bo6 pacmmdpossisaer coobuienne { K}y, BoccTanapnupaeT Ko K u mo-
crinaer Amuce coobmenne {IIpusem, Amica, 2 — bo6'} ..
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CumMMeTpuyHEbIe
KPUIITOCUCTEeMBI

HUCXOIHEIE YCIIOBHA:
Amica u Tpenr nmeroT obmmit kmou K o7; bob u Tpenr umeror obmumi
kmou K BT
1[EJIb: Anuca 1 bob xenatoT ycTaHOBUThH HOBBIH 0bHM cexpeTHbrd KMoy K.
Annca TpeHT ’ Bo6

1. Anuca nocsinaer Tpeury coobmerre: Aruca, bob.

2. TpeHT HaxomuT B 0a3e A2HHEIX KIHOYH K4 17 ¥ Kpr, reHepHpyeT cnydaieEBIH
kmod K K nocsinaer Anmnce crefyromyro uHpopmanuio: {K } e -, {K}

3. Asmca pacikdpossiBact coobmenne { K } K 4y ¥ DOCHITACT Boby nudopmario;
Tpenm, Anuca, {K}p .

4. bob pacmmdpossiBaer coobuwenne { K} K gy BOCCTAHABIHBAET KIIFOY K u no-
chlmaet Anuce coobuenue {Ipusem, Anuca, 1 — bob!} .
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CumMMeTpuyHEbIe
KPUIITOCUCTEeMBI

HCXOJHBIE YCIIOBHA:

B nononnenne k mporoxoiy “‘Ceancoblt kmou oT Tpenta™ 3i10yMBIILIEH-
HHK H TpeHT uMeror obwinit wiod K.

PE3VYJIBTAT ATAKH:

3,

Anica gymaeTt, 9To HMeeT obmmit Kmod ¢ BoGom, a Ha caMoMm ziene oxa
JEIHT K104 CO 3HOYMLILIIHBHHHKOM.

Anwvca 3NOYMblLLNEHHUK TpeHt Bob

. Anuca — 3noymeiuinessuky (“Tpenry™): Anuca, bob.
. 3noymeiuriesHuk (“Anuca™) — TpeHTyY: Aauca, 3noymoiuinentuk.

. Tpent Haxomut B Oa3e nanHbIX KIOYH Kot ¥ Kjpsp, TeHepUpyeT ciaydaid-

Hblit K109 K apr ¥ mOChTaET Anuce caefyromyr HapopMammo: {Kam by,
{KAM }KAMT '

. Amuca pacimpossisaer coobmenne {Kanr )y A ¥ nocslnaer boby nudopma-

umo: Tpenm, Anuca, {KAM}KMT.
3noymuiriennuk (“Bo6”) — Amuce: {IIpusem, Anuca, 2 — Fobl}y, .

® be30MacHOCTb MHAOOPMALLMOHHBIX TEXHOAOTUIM U CETEMN
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CumMMeTpuyHEbIe
KPUIITOCUCTEeMBI

HUCXO/IHEBIE YCIOBHA:
Anwuca u Tpent nmeror obwmit Kirod K 4p; bob u TpeHt umeror o0mmi

K104 Kgr.
HEJIb: Anmca u bo6 xenarwT co3naTh HOBBIM OOMIMH cexpeTHBIH Kiow K.
Anuca TpenxT Bob

1. Anuca noceinaer Tpenty coobuwenue: Aauca, 5ob.

2. Tpenr naxomut B Oase naHHeIX Kimoud K4 u Kpgp, TeHepdpyer ciydai-
Heli Kmod K W noceimaeT Ance crenyromyo uH$opMauuio: {bo6, K} Kap?
{Anuca, K} ..

BT

3. Annca pacumndpoBsiaer coobmenue {506, K} K qp> YCTAHABIMBAET JHYHOCTD
Boba u nockuaer emy uHbpopMauuio: Tpenm, {Anuca, K'} Kop-

4. bo6 pacuudpossisact coobwenue {Aauca, K}y ., yCTAHABNHBAET JTHYHOCTD
Anucs u noceinaer Anuce coobwenue {/lpusem, Aauca, s — Bo6)} k.
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CumMMeTpuyHEbIe
KPUIITOCUCTEMBI

WUCXO/IHLIE YCIIOBUAL:
Anuca u Tpeut umerot obmmit xmou K 47; bod u Tpent umeror obmmit

Ko K BT.
[IEJIb: Amnca u bob xenaror cozngars Hoebift oOmMit cexpeTHLIR KMoy K.
Asmca Tpenr Bo6

1. Ammca TeHCPHPYCT ClydaiiHoe yucno N4 i nocsinaer TpeHTY cooBIIcHNE: Aau-
ca, bob, N .

2. TpeHT resepupyer cIyuaitsslit kaoa K i IOCKIIaeT AHMce CIENYOMYIO Hipop-
Maumio: {Ng4, K, 506, { K, Anuca} g gy Yk pr-

3. Annca pactuudpoBsiraet coobutenue {Na, K, Bo6, { K, Awcatk yp } 5 4y, TIPO-
BepAeT YHCI0 N4, YCTaHABIMBAET MTHYHOCTh F06a M MochuIaeT eMy HHpOpMa-
unto: Tpenm, { K, Anuca}y ...

4. Bob pacwntpoBriBaeT cocOIIeHHe, YCTaHABIHBAST THIHOCTE AJIMCE H IIOCHEIA-
er et coobwerne {llpusem, Anuca, 5 — bo6!, N} k.

5. Aauca moceutaetr oy coobwenue; {4 — Amca! Np — 1}g.
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DES

AMEPUKAHCKUU CTAHAAPT
LM pPOBAHMA AAHHbIX DES.
CTOHAQPT LUMAOPOBAHMUS

OTKpBITHIN TEKCT

v

HauanwsHas nepecranoBka

AQHHbIX DES (Data Encryption v

Standard) ony®AmnkoBaH 6pas || [poparne T N
B 1977 r. HOUMOHOABHbIM KHJPH

Otopo ctaHaapTos CLUA. ;

[udpoTeker

[ToeAHA3HAYEH AAS 3ALLMTbI OT HECAHKLLIMOHMPOBAHHOTO
AOCTYMA K BADXKHOU, HO He CEeKpeTHOU MHJOOPMALLMM B

FOCYACQPCTBEHHbIX M KOMMEPYECKMX OPTAHM3ALMAX
CLUA.
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DES

HTOObl BOCMOAB3OBATHCA AATOPUTMOM DES AAS
peLLUEHMI PA3ZHOODPA3HbLIX KOUNTOTPAdOUYECKMX
30AQY, PA3PADOTAHbI HEThIPE PADOYMX PEXKMMA:

* DAEKTPOHHOI KOA0BAS kKHMIa ECB (Electronic Code
Book);

* cuenaenme barokos Lndpbpa CBC (Cipher Block
Chaining);

« OOpartHag cBa3b Mo wmdoportekcty CFB (Cipher Feed
Back);

« OOpAaTHAOS CBA3b MO BbixoAYy OFB (Output Feed Back).
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Triple DES

Y>xe B 1979 roay koprnidpaumns IBM NOHAAQ, HTO KALOY
CTAOHAQPTA DES CAMLLKOM KOPOTOK.

B TooMHOM DES MCNOAB3YIOTCH ABO KAKOHA M TPW 3TANA.
Ha nepBom 3TAME OTKPbITbIM TEKCT 3ALLMAOPOBLIBAETCH
(6AOK E HO pucyHKe) 0Obl4HbIM DES KAloHOM K.

Ha BTopom a1ane DES paboTtaeTt B pexXmme
AeLUMappaumm (6A0K D), MCNOAb3Yya KAKOY K2.

HQ TPEeTbeM I3TAMNE BbINMOAHAETCH ELLLE OAHO onepaums
LLIMOPOBAHMSA C KAKOHOM K.

L 1

P—» E—®»D»E»C
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['OCT 28147-89

CtaHAapT wmndposanmna AaHHbIX (TOCT 28147-89).
AATOPUTM KPUATOTPADOMYECKOro Npeobpa30BAHMS
AQHHbIX ObIA pa3padbotaH B CCCP 1 onyOAMKOBOH B
BUAE TOCYAQPCTBEHHOTO cTaHAQPTA TOCT 28147-89 B
1989 roay.

[Toe AHA3HAYEH AAS AMMAPATHOM M MPOTPAMMHOM
PEAAMNIALMM, YAOBAETBOPAET KOUMNTOTPADMYECKMM
TPEOOBAHMAM 1M HE HOKAGABLIBAET OrPAHMYEHUN HA
CTEeNneHb CEKPETHOCTH 3ALLULLLAEMON MHCDOPMALLUM.

AATOPUTM LLUMAOPOBAHMSA AQHHbBIX MPEACTABAIET CODOM
64-OTOBbIM OAOYHBIM AATOPUTM C 256-OUTOBBIM
KAIOYOM.
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['OCT 28147-89

AATOPUTM MPEAYCMAOTPUBAET YETLIPDE PEXMMA
PAOOTHI:

* LLIMAOPOBAHME ACQHHbBIX B PEXMME MPOCTOU 3AMEHDI;
* LLIMAOPOBAHME ACQHHbBIX B PEXMME FTAMMUPOBAHMUS;

* LLIMAPPOBAHME AQHHbIX B PEXMME FTAMMUPOBAHUSA C
OOpATHOM CBA3bLIO;

* BbIPpA®OTKAO MMUTOBCTABKM.
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CuMMeTpuyHEbIe
KPUIITOCVICTEeMBI

COBpPEMEHHbBIE CUMMETPMYHbBIE KPUMTOCUCTEMBbI:
« TEA (1994);

« Twofish (1998);

« IDEA (2000);

« AES (2002) 1 1. .
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ACMMeTpPUYHDIE
KPUIITOCUCTEMBI

B acMMMeTPUYHbIX KPUNTOCUCTEMAX MCIMOAb3YIOTCS
ABQO KAIOYO — OTKPbITbIM M CEKPETHbIM, KOTOPbIE
MOTEMATHUYECKM CBA3AHbI ADYT C APYTOM

Krou Kirou
3amuQpoBaHus pacunppoBaHus
OTKpBITHIN [TepBoHaUaIbHBIN
p [IIudportexkct ; o
TEKCT OTKPBITBIN TEKCT
—» llludporanue » PacmmdpoBanne —— >
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ACMMeTpUYHEIe
KPUIITOCUCTEMBI
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ACMMeTpUYHLIEe
KPUIITOCUCTEMBL

COBpeN\eHHbIe ACHUMMETPMHHDBIE KPDHTTTOCHMCTEMbI.

« RSA (1977);
« IAb-Tamanas (1985) n . .

METOAbI LUMADPOBAHMS C OTKPbIThIM KAKOHYOM
AOCTATOYHO TPYAOEMKM M B HOCTOSLLLEE BPEMS HE
NPOUTOAHbI AAS MOTOYHOTO LLUMADPOBAHMS
NepeAaBaEMOM MHADOPMALLMM C OOAbLLIMMM
CKOPOCTAMM,.

B OCHOBHOM OHU MPUMEHAIOTCH AAS
PACMNPOCTPAHEHNI CUMMETPMUYHbBIX KAKOYEN U
rEHEPALMM SAEKTPOHHbBIX LMAOPOBLIX MOAMMCEMN.

® £5e30MNACHOCTb MHAOOPMALMOHHbBIX TEXHOAOTUI U CETEM

® 36



ACMMMeTthleIe
KPUIITOCUCTEMBI

OBLLME HCXOIHbIE JAHHBIE:
(p, ¢) : p — BoxnbIOE IPOCTOE YKUCIO,
G — TIOPOXIAIONIHHA 3MEMEHT TPYIIIIbI Fy.

PE3VIIbTAT: ]
nemeHT rpynmst Fj, pa3feneHHblii MeKIy AIHCOH H Bobom.

1. ANHCA FEHEPUPYET MEMEHT a € y[1, p — 1), BEIMHCIACT THCIO go g%(mod p)
U TIOCELTaeT ero boby.

2. Bob renepupyer snement b € y[1,p — 1), BBMHCIACT YHCIO Gh g*(mod p)
H [TOCHINIAET ero AJKCe,

3, Aamca BEIYHMCIAET 3Hauenue k «- gy (mod p).

4. Bo6 peruMciseT uucio k +— g4 (mod p).
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ACMMeTpUYHEIe
KPUIITOCUCTEMBI

1

2,
. Andca BmmcnAeT ImmieEme Ky + gb {modp). (* Zror mmow pacnpenenen

Anucz RO MBEETEHHK Bofe

. AdHca renepupyer yeMeHT as i1, p—1), BHMHCIHEY 3HaHERRE G, = ¢ {mod p)

H MOCLINAST ero AnoyMemiennnky (- Body™).

Inoysenrmeranx (“Bof™) pwuHenseT auavense g, +— g (modp), me moe
€ [1, »— 1) u nocwnaer ero body

. Bof renepupyet smement b € ;[1, p— 1), ssetuemser snaverne g, «— g°(mod p)

M O0CHIAET erd JroyMeimennney {“Annce™),

AnoyMeniresany {CARHCa”) nocsnaet ANHCE MHCTO Jm.

MERTY AJHCOH 3 3T0YMBEILITSHHEKOM, BOCKONEKY 3H0YMBINTCHEHE MOKET Bl
YHCAKTE JHa9enHe Ky « g {mod p). %)

Bob serupcaser sunauense ks — gb, (mod p). (* J10T KMOY pactipenenen MEXTY

Bobow ¥ II0yMLINLIEHHHEDM, TOCKOTREY 3A0VMBIIUIEHHHK MOMET REMHCHHTE
amauenme ky — gb, (modp). *)
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DAEKTPOHHas U poBasl
[TOAIIVCD

AAEKTPOHHOU umdposou noanucobio (SLLM)
HA3bIBAETCH MPUCOEAMHEHME K TEKCTY €ro
KPUNTOrpadomyeCckoro npeobpa3oBAHMS, KOTOPOE
MO3BOASET MPU MOAYYEHMM TEKCTA APYTMM

NOAb3OBATEAEM MPOBEPMUTL ABTOPCTBO U LLEAOCTHOCTb
COODOLLEHMS. @ :.

Hezoguui
TEECT

v

Ham-
dyHEKIHA
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DAEKTPOHHas U poBasl
[TOAIIVCD

AAEKTPOHHOMU UUDPOBAA NOANMUCH MPEAHAZHAYEHO AAS
NPEAOTBPALLEHMI CAEAYIOLLIMX ATAK:

* CAKTUBHbIU NEPEXBAT (HAPYLLUMUTEADL, MOAKAIOYMBLLIMCH K CETH,
NEPEXBATLIBAET NEPEATBAEMYIO MHADOPMALIMIO) — BO3MOXKHA
TAK>XXE MOAMEHA U1 MOBTOP pAHeE NepeAABAEMOM
MHJoOPpMALMU;

*  MACKAPAA (MepeAddyd MHADOPMALMM OT YY>KOTO MMEHM);
* PEHeraTrcTBO (OTKA3 OT ABTOPCTBA MHAOOPMALIMM).
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DAEKTPOHHas U poBasl
[TOAIIVCD

AU COAEPXKUT CAEAYIOLLLYIO MHAOOPMALLMIO:

* AQTY NOAMMCHU;

* CPOK OKOHYQHMSI AENCTBMS KAIOYQ;

* MHAOOPMALMIO O AMLLE, MOCTABMBLLIEM MOAMMUCS;

*  UAEHTMAOMKATOP MOAMMCABLLETO (MM OTKPbLITOTO KAKOYQ);
 COOCTBEHHO UMAOPOBYIO MOAMUCH.

e SRR 0 Vg VAL
SRR e B S N
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DAEKTPOHHas U poBasl

I[IOAIIVICH

CobcmeennopyuHas ROONUCS

Lughposan nodnuce

HE€ 3aBHCHT OT NOANMHCHIBAC-
MOTI0 T€KCTa, BCEraa ONuHa-
KOBa

3aBUCHT OT MOAMHCHIBAEMOTO
TEKCTa, PaKTHUeCKH Bceraa
pasHas

HEpPa3pLIBHO CBA3aHA ¢ IO~

MHCBHIBAIOLIHM JIHLIOM, OJHO-

3HAYHO OMpeneNseTcs ero

MNCHXO(pH3HYECKHMH CBOHCT-

BaMH, He MOXET ObiThb yTe-
AHa

ONpenenseTcs CeKPeTHIM
KTIOYOM, NPHHAJIEXKALLIHM
NOANKCHIBAIOLIEMY JMILLY,
MOXeT OBITE yTepAHa Bla-
AeNbUEM

HEOTAEeNHMa OT HOCHTENS
(6yMaru), no3ToMy OTAENBHO
NOAMUCHIBASTCA KOKIbIN K-
3eMIUIAp JOKYMEHTa

JIErKO OTAENIMMA OT JOKY-
MEHTA, MO3TOMY BepHa Ui
BCEX €r0 KOMUM

He TpeOyeT AnA peanuzaumu
HOTIONIHUTEIbHBIX MEXaHH3-
MOB

TpeOyeT LONOMHUTENBHBIX
MeXaHH3MOB, PEATH3YIOLHX
AJIFOPUTMBI €8 BBIYMCIIEHHA H

NIPOBEPKH

He TpeOyeT co3nanus noja-
Jep>kKHBaroLLed HHPpacTpyK-
TypBi

TpeOyeT co3anus AOBEPEH-
HO# HHPACTYKTYPbI CEpTH-

(DMKATOB OTKPBITBHIX KJIKOUEH
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Y1ipaBaeHue KAI0uaMu

YynpaBA€HUE KAKOHYAMMU — 3TO MPOLLECC CUCTEMbI OOPADOTKM
MHADOPMALLMU, BbIPDAOATLIBAIOLLLMM 1 PACTPEAEAFOLLIMN KAKOYM
(OTKPBbITbIE U CEKPETHBIE) MEXKAY MOAb30OBATEAIMM.

HacToAwMs yOoCTOBSDARD, YTO OTKDRITHIA Ko
19836A8B03030CFR3TITEIBITRITFCIsBT02827 26264 3FFAB2T 10382828282
MEHHAOERWT

PofSepty [sory CMATY

YHuBepoUTETCRARA YNKLEa 12345

Eepkma, CA 84702

1958 pan, 5 wina 1958Kr

AnexTponHEA anpec: bob@superdupernst,com

Haw SHA=1 padHoro capTHHEaTa NOONWCAH J8KPEITRIM KNo4or YNpaeneHuA cepTadukaliam

YNPOBAEHME KAIOHOMM BKAIOYOET B CEDS TPU DAEMEHTA!
* reHepauMUio KAIYEN;

* HAKOMNAEHMUE KAIOYEMN;

* pacnpeAeAeHune KAKYEN.

® 5e30MNACHOCTb MHADOPMALMOHHBIX TEXHOAOTUM 1 CEeTEMU 043



Creranorpadusi

MeToAbl cTeraHorpadomm nO3BOAJOT CKPbITb HE TOABKO
CMbICA XPOHAILLLEMNCS MAM MEPEAOBAEMOU
MHJOOPMALMU, HO U CAM JOAKT XPAHEHMI UAU
nepeAayr 3aKPbITON MHAOOPMALMM.

B OCHOBE BCEX METOAOB CTETAHOTPATOUM AEXUT
MACKUPOBAHUE 30KPbITON MHAOOPMALMU CPEAM
OTKPbITbIX JOAMAOB.
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Creranorpadpus

ir’,

I,,.Lx.f

Town 3e0pbl U AEPEBO Tom 3e0pbl, AEPEBO M MOAHbIU
TEKCT NATK NMbeC BMABIMO

LLlekcnupa (Ffamaert, Kopoas
Avp, MakbeTt, BeHeUMaHCKMM

KyneL, v KOAM Lle3apes)
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Creranorpadusi

AEMOHCTPALMSA U3MEHEHMSI NMOCAEAHUX ABYX BUT MHODOPMALLMM
HO Ka>KAOM 13 R G B KOHAAOB B rniporpamme Adobe Photoshop.

RGB - kpacHbin (Red), 3eaeHbint (Green), cuHum (Blue).
RGB — ffO000 — 255; 0; 0—-11111111 00000000 00000000;

RGB — 00ff00 — 0; 255; 0 — 00000000 11111111 00000000;
RGB — 0000ff — 0; 0; 255 — 00000000 00000000 11111111;

—e2c812-226; 200; 18- 11100010 11001000 00010010.
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